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A new method of monitoring performance of complex stored
grain systems

Zhu Zesheng! and Sun Lmi

Abstract

Performance momtormg of complex stored gram systems,
mcludmg dynamic collection, mterpretation , and
presentation of information. ISvery Important for the stored
gram management However, how to implement the
morutonng used to make management decisions and perform
the appropnate control actions on the systems has been
being a very difficult problem In this paper, we d1SCUSSa
method for performance momtonng of complex stored gram
systems and how to use the momtonng as a management tool
of the systems This method 1S used to determme the
facihnes needed to design and construct the system of
momtonng performance of complex stored gram systems
Some important problems related to the system
implementation, mcludmg concepts, morutonng model,
momtonng information processing , momtonng information
dissemmation and presentation, are deeply discussed From
the discussion, the genenc momtonng services are
important tools for implementing stored gram management
system and for debuggmg dunng the system development
On the other hand, momtormg services are also essential for
process control and management automation in management
of complex stored gram systems. These momtonng services
are based on a set of morutonng functions and may be used
as a practical framework for the implementation of an
advanced stored gram management system For showing
practical application of the method, a typical system for the
performance momtormg of complex stored gram system was
implemented. The system has been used to morutor , analyze
and process a number of data from many stored gram
entitles. The fmal expenment results show that the method
performance ISvery satIsfactory.
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Introduction

The management of complex stored gram system is very
important for economic development of developing country.
Especially, systems of stored gram have increased
dramatically m both size and complexity m the last few
years However, the new power brought With modern
mformation processmg technology creates greater
vulnerability (Neumannm, 1992) Smce fault 1Smevitable,
quick detection, identification and recovery are crucial to
make the systems more robust and their operation more
reliable As systems of stored gram become more
heterogeneous and more hardware and software from vanous
vendors are used, the whole picture of the specificatron
becomes bewildering This brmgs out the need for a unified
approach or principles to the area of performance momtonng
of complex stored gram system
Momtonng, the dynamic collectron, mterpretatron , and

presentation of information about complex stored gram
system IS needed for management of the stored gram
system The information gathered IS used to make
management decisions and perform the appropnate control
actrons on the system. Management of complex stored grain
system involves momtormg Its actrvrty , making
management decisions and performing control actions to
modify behavior Most of works on momtonng has
concentrated on momtonng mechanisms related to simple
stored gram system However, m order to automate the
momtonng of complex stored system, It 1Snecessary to be
able to represent and mampulate monitoring polIcy withm
the system These objectives are typ1cally set out m the
form of general policIes mto a number of more spec1fIc
polIClesto form a polIcy h1erarchy m wh1ch each polIcy m
the h1erarchy represents, to 1ts maker, h1Splans to meet his
objectives and, to 1tSsubject, the objectives wh1chmust be
plans to meet.
The task of the performance momtonng ISto keep track of

stored gram status, wh1chmclude both seventy and extent
of poss1ble d1sasters of stored gram, and trIgger control
actions when necessary The process can be d1vIdedmto the
momtonng process and the control process. The momtonng
process mvolves collectmg mformatlon about short-term or
long-term behav10r of stored gram and mterpretmg the

1884



Proceeduiqe of the 7th lnternationol W~rklllg Conference on Stored-product Protection - Yolume 2

semantics of the collected information. The control process
affects the state of dangerous stored gram according to the
interpreted mformation to achieve a desired outcome Thus,
there are two kinds of major Issues m performance
momtonng of complex stored gram system as the follows
(1) Momtonng mformation infrastructure. Any

performance momtonng system must be constructed
on top of the underlying momtonng information
model on which the representation schemes and
operations are based. Given that a disaster of stored
gram occurs, several Issues are confronted when
desigrung the infrastructure of the performance
momtonng information. They include the momtonng
information representation and information
distnbution strategy

(2) Automatic and adaptrve morutonng: The maintenance
of a large number of objects related to stored gram
disasters m momtonng mformation base (MIB) needs
to be done automatically to keep the status
information up-to-date Momtonng apphcations of
stored gram disaster distnbution can then easily
identify and update objects ThIS changes the
distribution of disaster entities EIther remedial or
preventive momtonng schemes of performance of
complex stored gram system need to be tnggered
automatically by the performance alarms, which agam
depend on automatic mterpretation of performance
measurement and mfluence ThIS measurement
mterpretatIon ImplIes that the momtonng system
needs to keep track of the performance patterns and
perform adaptive monitonng

There are a number of fundamental problems aSSOCiated
WIth momtonng of complex stored gram system For
example, quahty of stored gram means tIme that It can be
stored m safety status However, It IS very dIffIcult to
obtam a global, consIstent VIew of all stored gram
components related to stored gram qualIty m complex stored
gram system through collectmg event reports. Because

estima bon errors of real tune tempera Lure, moisture and
humidity vanables m the reportmg of events may result m
these events bemg processed in mcorrect methods Another
problem ISthat the momtormg system may Itself compete for
hmited resources WIth the stored gram system bemg
observed and so modify ItS behavior. To solve these
problems, the momtonng system must provide a set of
general functions for genera tmg, processmg,
dissemmatmg , and presenting momtonng mformation

Policy hierarchies

The genenc charactenstics of a performance momtormg
pohcy can be represented as an object A number of
operations can be performed on It The mam motivation for
understanding hierarclucal relationships between policies IS
to determine what ISrequired for the satisfacnon of policies
The general concept of policy luerarchies was discussed in
reference (Moffett and Sloman, 1991) If a high-level
policy ISdefmed or changed, It should be possible to decide
what lower-level policies must be created or changed.
Another one ISfor analysis to see whether the set of lower-
level policies actually fulfill the higher-level pohcy, by
providing complete cover over all the target objects and
actually meetmg the pohcy goals Therefore, there ISa need
to be able to formally descnbe the relationships between
high-level policies, refined lower-level polICIes, and the
mechamsms, actIOns, and procedures WhICh fmally
Implement them. These pohcy hIerarchIes need to be
constructed m such a way that a human manager of system
of momtonng performance of complex stored gram system
can determme whether the pohCIes for the performance
momtonng are bemg satIsfIed

Attributes

The attnbutes of the pohcy can be shown m FIg. 1. These
attnbutes can be gIven as follows.

MomtonngActionPohey

'----Moda_hty_1 I

Fig. 1. Momtonng ActIon Pohey Attnbutes

(1) ModalIty pohCIes: They can be dIvided mto two
dIfferent classes of pohCIes (a ) ImperatIve polIcIes:
An agent has the ImperatIve power to carry out an
actIon ( b) Authonty pohCIes: An agent has the
legitImate power to carry out an actIOn.

d_~ects--------,I lL...--co_nst_ralD_s

(2) Pohcy subjects: They are the entItles to whom the
pohcy ISdIrected.

(3) Polley target objects: They are the objects at which
the pohcy ISdIrected.

(4) Pohcy objectives: They are expressed as a paIr of
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goals and target objects The policy goal defmes
either a high-level goal or a procedure Procedures
are a defmed sequence of actions

(5) Policy constramts: They are a set of predicates WhICh
constram the apphcability of the policy. They may be
related to terms of general properties of stored gram
disaster, such as temperature, moisture, pest and
some other conditions.

Hierarchy

In the performance momtormg, a high-level policy may be
used as the baSIS from which multiple lower-level policies are
denved Vanous methods for refmmg the goals, partitiomng
the targets can be used for the derivation These methods
can be discussed as the follows
(0 Partrtiomng targets: while the goal IS the same, the

target set of the lower-level policy may be a subset of
the target set of the higher-level one. In order to
ensure that the partitionmg IS complete, the whole
target must be covered by lower-level policies

(2) Refmmg goal: The goal of a high-level may be refmed
mto one or more lower-level goals, refernng to the
same target.

(3) Procedures: A policy may be refmed by an unordered
set of lower-level ones.

Action

There IS a close relationship between makmg policies in a
policy hierarchy and giving responsibility for a task of the
performance momtonng The subject of a policy can be
viewed as the entity responsible for carrymg out the goals or
actions defmed by the policy. Thus, the specification of the
momtormg responsibility can be modeled usmg the pohcy
objects When a manager of performance momtonng system
of complex stored gram system IS assigned WIth
responsibility for an objective, there IS a need for an
Imperative policy to motivate the manager the power to
perform the action. There are three different kmds of policy
as the follows
(1) Action responsibility: It represents the sense of being

"responsible for' an objective
(2) Reporting responsibility. It can be achieved by the

agent reportmg to the manager on completion or at

regular mtervals
(3) Momtonng responsibility: There are two kmds of

momtonng responsibility for complex stored gram
system Subject morutonng IS related to an action
responsibility, where the action subject IS the target
of a morutonng policy Target momtormg occurs
when targets of the action and momtonng policy are
the same.

The acceptmg responsibility related to performance
morntonng of complex stored gram system ensures that a
policy subject accepts responsibihty. There are two different
kmds of acceptmg responsibility as follows
(1) Imperatives for automated managers: As soon as

automated managers are made aware of a policy, they
Will begin to perform the actions required to satisfy
the policy

(2) Imperatives for human managers: Their defrrution IS
smular to one of Imperatives for automated
managers.

Monitoring model

A good morutonng model IS a framework for design and
implementation of the morutonng system Tills model IS used to
determme the facilrties needed to design and construct the
system of morutonng complex stored gram system. Some
Important problems related to the model implementation mclude
Its concepts, termmology, and morutonng means. The object
modeling technique (Rumbaugh, 1991) can be Widely used for
design and implementation of the morutonng model

Service and functions

The genenc momtonng services built on the model are
Important tools for implementmg management system of
stored grain and for debuggmg It dunng the system
development. On the other hand, morutonng services are
also essential for process control and management
automation m stored gram system, shown m FIg 2 Thus,
such momtormg model IS based on a set of momtonng
functions and may be used as a practical framework for the
implementation of management system of complex stored
gram system. The mam functions of momtonng model can
be descnbed as follows.

Control ./ DecIsIOn Makmg I Momtonng

I

...... /

I

1 1
Generating Collectmg

I

Control
./

Managed Complex 1/ ~ Momtonng
Action

, Stored Gram System
r

,
Data

Fig. 2. Management of Complex Stored Gram System
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(1) Generation of morntored mfonnation , mcludmg
status, events and trace reports

(2) Processmg of monitored mformation, mcludmg to
validate, combme and filter relevant information.

(3) Dissemmanon of required information to relevant
objects who have subscnbed to the service

(4) Presentation of monitored information to human users
VIa flexible graphical facihties

Techniques and tasks

In the model, a managed object m complex stored gram
system IS defmed as any stored gram, hardware or software
component whose behavior can be controlled by a
management system The object encapsulates Its behavior
behmd an interface, which hides the mternal details that are
VItal for momtonng purposes. Momtormg can be performed
on an object or a group of related objects. The behavior of
an object can be defmed and observed m terms of Its status
and events Two kmds of momtonng techmques, time-
dnven momtonng and event-driven momtonng, are used
respectively for acqumng penodic status information and
information about the occurrence of events of mterest.
Furthermore, the momtonng model performs the followmg
four momtormg tasks
(1) Generation: When some Important events are

detected, the related event and status reports are
generated. These momtonng reports are used to
construct momtormg traces, which represent current
and histoncal views of activity of stored gram
system

(2) Processing. It converts the raw momtormg data to
the reqUlred format

(3) DlssemmatIon: The momtonng reports are
dlssemmated to the appropnate users, managers and
processing agents

(4) Presentation: Gathered, processed, and formatted
mformatlOn IS dIsplayed to users

Systems and monitors

Vanous detectIon mechamsms can be used to IdentIfy the
occurrence of events Accordmg to whIch mechamsm is
used, momtormg systems can be categonzed mto three
types: hardware momtors, software momtors and hybrid
momtors
Hardware mom tors are separate objects that are used to

detect events assocIated WIth an object or a group of objects
The detectIon IS performed by observation of system status
or by usmg physical sensors or probes connected to a data
acqUlsltion system. Hardware momtors have been
successfully used for momtonng vanous phYSIcal parameters
of complex stored gram system, where a great deal of
mformatIon IS collected and processed rapIdly.
On the other hand, software mom tors usually makes use

of simulation models to identify the occurrence of events.
Software momtors present information m an application-
onented manner that IS easy to understand and use,
compared to the raw mformation generated by hardware
monitors Software monitors can easily be replicated and are
more flexible , portable, and easier to design and construct
than hardware monitors The disadvantage of software
momtors IS that their snnulation models require a great deal
of mput data and therefore mterfere m both their apphcation
area and precisron of monitored data For tlus reason, pure
software momtors are not adequate for on-Ime , real-time
momtonng of complex stored gram system.
Hybrid momtors are designed to employ the advantages of

both hardware and software mom tors while overcommg their
disadvantages. Typical hybrid systems consist of an
mdependent hardware device that receives momtonng
mformation from typically stored gram components, and an
mdependent software model that computes momtonng
information for other smular stored gram components.

Alarm processing

Alarm correlation techmque ISWIdely used in the morutonng
system. The conceptual approach to alarm correlation was
discussed m (Alom, et al , 1991) Interpretation and
correlation of events has been analyzed m other areas such
as electnc power systems, nuclear-power-plant alarm
management (Rellano, et al , 1991) and patient-care

momtonng.

Alarm Correlation

The alarms are mediated by alarm messages about faults.
A fault IS an unsafe state m stored gram or a dIsorder
occurnng m the hardware or software of managed stored
gram system. Faults happen wlthm managed system
components or stored gram, whl1e alarms are external
mamfestatIons of faults. Alarms defmed by designers and
generated by stored gram and gram storage eqUlpment are
observable by stored gram managers.
Alarm correlatIon IS a conceptual mterpretatIon of multIple

alarms so that new meanings are aSSIgned to these alarms It
IS a genenc process that underhes different management
tasks of stored gram. Some typical operatIons relevant to
alarm correlatIon are as follows
(1) CompressIon: the reductIon of multIple occurrences

of an alarm into a smgle alarm.
(2) Count: the substitutIon of a speCIfIed number of

occurrences of alarms WIth a new alarm
(3) SuppresslOn: inhlbltmg a low-pnority alarm in the

presence of a hlgher-pnonty alarm.
(4) Boolean: substItutIon of a set of alarms satisfying a

Boolean pattern WIth a new alarm
(5) GenerahzatIon: reference to an alarm by ItS
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superclass Alarm correlation may be used for fault
isolation and diagnosis, selectmg corrective actions,
proactive maintenance, and trend analysis m complex
stored gram system.

Conceptual framework

One of the major applications of alarm correlation IS the
fault diagnosis m complex stored gram system Not all faults
exhibrt alarms These faults can be recognized indirectly by
correlating available alarms. Correlation between alarms due
to a common fault IS an equivalence relation
Alarm generalization IS potentially very useful for

management of stored gram It allows one to deviate from a
mIcroSCOpIC perspective of management events of stored
gram and VIew situations from a higher level There are two
ways for alarm generahzation. The first IS subsumption of
lower-level alarm classes by a higher-level class ThIS
generalization process may utilize alarm class/subclass
hierarchies The second IS interpretation of simultaneous
events or events happerung wrthm a defined time mterval as
a qualitatively new complex SItuation
The conceptual framework of alarm correlation contams

the structural and behavioral components. The relational
approach to morutonng complex system (Snodgrass, 1988)
can be used for design and implementation of the conceptual
framework The structural component IS the descnption of
the managed stored gram system It contains two major
parts, the confIguratIon model of stored gram system and
the element class hierarchy of stored gram system The
confIguration model descnbes the managed objects, the
connectivIty and contamment relations between them The
element class hIerarchy descnbes the managed object types
and the class/subclass relatIonshIps between the types
The behaVIoral component descnbes the dynamIcs of

alarm correlation It contams three major components: the
message class hIerarchy, the correlatIon class hIerarchy,
and correlation rules. The managed object classes, message
classes, correlatIon classes and correlation rules are
orgamzed mto hIerarchIes. These hIerarchIes are related by
, producer / consumer' dependencIes Managed objects are
producers of alarm messages, messages produce correlatIOn,

and rules are consumers of all the above components.
Managed classes descnbe types of stored gram equipment.

Managed objects are organized into a hierarchy using class/
subclass relations The root of the hierarchy contains the
most general information common to all managed objects.
The next level of the hierarchy describes the baSICmanaged
object classes Each subclass mhents parameters, values,
and attnbutes The managed object hierarchy IS an
abstraction of physical managed objects The hierarchy IS
specrfrc to an apphcation
Configuration model The configuration model of stored

gram system IS constructed from the instances of individual
managed objects The instances describe the actual physical
or logical components of the managed stored gram system
Message Class All alarm messages produced by a specific

managed object are organized into a message class hierarchy
using the class/subclass relation Introduction of message
classes simphfies the decision-makmg process of stored gram
management. Each message class m the hierarchy contains a
message-parsing pattern and a translation schema, common
to a subset of all messages that belong to this class
Correla tion class. A correlation class IS a generalized

descnption of the state of stored gram system based on
interpretation of events of stored gram system The
conditions under which the correlation IS asserted are
described m the correlation rules. Each assertion creates an
instance of a correlation class. A correlation class contams
components, a message template and parameters The
components may be managed obJects, alarm messages, or
other correlatIons. CorrelatIon components are used to pass
mformatIon from a correlatIOn rule to the asserted
correlatIon. Parameters proVIde mformatIon about a
correlatIon to hIgher-level correlatIons
CorrelatIon Rules CorrelatIOn rules recogmze events and

assert correlatIOns DIfferent correlation rules may assert
the same type of correlatIon The condItIonal part of a rule
IS a Boolean pattern bUilt upon pnmary terms and relatIons
The pnmary terms are messages, managed obJects,
correlatIons, and tests The actIOn part of the rule contams
executable commands. The key components of alarm
processmg are shown m FIg 3

,L W

Alann H Command/Message Action Processmg f----7
Message Processmg Graphical

Interface ~ Manager I1 T Based on
GIS

Knowledge
H

Alarm Correlation
Based Engine

Fig. 3. Alann Processmg
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Performance monitoring

From the policy hierarchy, the major components of the
performance momtonng mclude momtonng mformation
management, management of momtonng objects, and
morntonng policy management As its name implies,
morutonng information management is responsible for
organization and recovery from the morutonng mformation
and mfhcted damages related to stored gram disaster
Management of monitored objects is related to determmauon
of object position and accommodation of the object
distnbutron changes Morutonng policy management is
responsible for providing the optimally morutonng policy for
the performance momtonng by adjusting the performance
morntonng decisions, and critical for efficient performance
morntonng of complex stored gram system that is m a
dynamic environment
One of the key elements of performance management is

performance moratonng. Expert system can be used to
support the performance management (Wagenbauer and
Nejdl, 1993) In order to effectively manage a complex
stored gram system, the adnurustrator of the stored gram
system must be able to determme when equipment and
facihties within the stored gram system are operatmg m a
degraded mode The adnumstrator must also be able to
determme where the stored gram is m a safe or unsafe
state.

Basic model

Modelmg information of the performance is to map
distribution, charactenstics , and events of the momtonng
objects to objects m ED An mhentance hierarchy can
represent a simple classificatIon of performance object
classes, where the elements class has three subclasses:
distributIons, charactenstics and events Physical entItIes
class has two subclasses: affected entItIes and geographic
poSitIons.

Performance data

Performance momtonng data m the polIcy hierarchy of the
performance momtonng can be broadly classified mto the
followmgs
(1) Measurement data. The measurement data of

complex stored gram system is the raw mformatIon
that is received from the performance momtonng
processes and vanous vanables related to the
momtonng The data provides the pnmary mput for
performance momtonng It represents the current
status of the stored gram system Measurement data
can be diVided mto two groups accordmg to the
general charactenstIcs of polIcy of performance
momtonng of stored gram system: persistent and

penshable. The persistent data consists of
measurement data, whose use is long-term, and
therefore needs to be mamtamed permanently m the
database On the other hand, penshable measurement
data is of lmuted tune use, so its current value is
vahd only until the stored gram system charactenstic
is bemg mom tored

(2) Structural data In contrast to measurement data,
structural data is composed of static performance
information Unlike measurement data, structural
data is valid even when the performance morntonng
does not occur Most of structural data is stored at
nutiation time of the performance morutonng system

(3) Morutonng data Morutonng data captures the
current selection of morutonng decision for
performance The process of changmg an existing set
of momtonng decisions is usually completed by the
performance managers of the policy hierarchy
Alternatively, the changes may be automatically
tnggered as a function of the mforma tion m the
measurement data In addition to the current settmgs
of morutonng decisions, the morutonng database also
stores a hbrary of predefmed morutormg decision
settmgs that reflect the appropnate settmgs for a
vanety of common performance patterns

Thus, the performance morutonng systems based on
policy hierarchy are responsible to mom tor and mterpret
performance of complex stored gram

Policy management

The role of momtonng policy management of performance
momtonng of complex stored gram is to manipulate the
adjustable morutonng policy decisions m real tIme so that the
performance can be effiCiently momtored m order to reduce
the stored gram loss Momtormg polIcy management from
analYSiS for polIcy hierarchy is diVided mto two tasks as
follows
(l) Momtonng polIcy evaluatlOn that fmds how changes

m momtonng decislOns reduce the loss of stored gram
disaster; and

(2) DeCiSion makmg on how to adjust the momtonng
deCiSlOns The first task is essentIally eqUlvalent to
fmdmg a relatlOnship between the qualIty of
performance momtonng and the momtonng
decisions, and may be reqUlred to estImate the qualIty
and loss The second one is to deCide what momtonng
decislOn is selected for the performance momtonng.

Policy evaluation

The analytIcal techmques, such as probabilIty theory, can
be used for the momtonng polIcy evaluatIon However, they
reqUlre unrealIstIc assumptIons and tend to be
mathematIcally untraceable as the structure of the evaluatIon
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measure becomes complex. On the other hand, discrete-
event simulation is a viable alternative to analytical
techmques. Its major advantage is that it can be modeled
With much less stnngent assumptions, and more complex
performance measures can be handled With relative ease.
However, discrete-event Simulation usually suffers from
significant computational burden because a single Simulation
run represents only one reahzation of a stochastic process
In order to obtain an accurate estimation of the performance
momtonng quality under a given momtonng policy, several
independent runs are needed, and these runs should be
repeated.

Decision making

In the policy hierarchy, tlus task requires momtonng
decision optimization, and can be accomplished by the
learmng and inference methods

Monitoring fonns

Typically, performance management can be divided into
momtonng and controlmg aspects. Performance momtonng
refers to the collection of mformation on a state of complex
stored gram system, while control refers to actions taken to
improve performance of the stored gram system. The
performance monitonng system must be flexible enough to
satisfy current and future performance momtonng needs
regardless of the technology or type of stored gram
equipment being momtored The performance momtonng
can take different forms as follows.
( 1) One common use is hunting for a specific stored gram

problem
(2) Another Situation involves global momtonng The

adrrunistrator Will probably want to be advised of
developing problems before they can affect the
operation of stored gram system.

(3) A third possible use is the histoncal analysis of trends
and stored gram quality It may be desirable to be
able to perform statistical analysis of vanous
performance data over some penod of time.

Monitoring methods

The most elemental level of performance momtonng
ultimately depends on measunng information about complex
stored gram system. Measurements may take the form of
counters. Counters are cumulative indicators that measure
the occurrences of some event or the total number of umts
of some quantity. A managed object class of current data is a
collection of counters and gauges that are used to momtor
the state of stored gram system. There are different
subclasses of current data Each subclass of current data
corresponds to the type of resource being momtored. The
subclasses define the particular set of counter and gauges
that are applicable to a particular type of resource. Gauges

give mstantaneous measures of some quantity. Each type of
resource bemg momtored may have a distmct set of counters
and gauges that apply only to that type of resource
Reportmg of Scheduled Statistics. A complete

performance momtonng system deals With not only the
collection and storage of performance data but also how the
data is reported The system can SImply use a command to
read the attnbute values of the relevant instances of current
data, performance event record and history data.
Reportmg of threshold Crossings. The performance data

is saved at the end of the interval or reported at some
scheduled pomt m time. In many cases, it is desirable to
notify the adrrumstrator immediately when some event
occurs Managed objects of threshold data contam the
thresholds and hysteresis levels associated With the counters
and gauges of current data If a counter or gauge m the
current data passes a threshold, a notifrcation is issued. The
managed object instances of current data and managed object
mstances of threshold data are related by a relationship
This relationship is used to allow different ways of using
thresholds. Changmg the threshold affects the momtonng of
many managed object instances

Application

The information of performance momtonng can be used to
complete performance management of stored gram system.
The performance management functionality is broken down
into different functional umts (Balzer, et al , 1982)
Functional umts represent sets of capabilities and provide a
way for the central system and stored gram element to
mform each other of which capabilities they can support.
Vanous functional umts are supported by the model The
only additional object classes required performance
momtonng would be subclasses of current data, threshold
data, and possibly an event forwarding discnmmator
In this scenano, the managed object mstances of current

data Will be created by the element. For each of the
resource, such as warehouses bemg monitored, the element
would mstantiate an appropnate managed object of current
data. The instance of current data would be contained within
the managed object representmg the resource The element
selects the options such as the performance summary
interval and the set of counters and gauges. The current
data object instances would point to one or more threshold
data objects that define the conditions causing the
spontaneous performance reports to be issued. Pnnciple of
performance momtonng is shown m Fig 4.

Monitoring implementation

Our approach to solve the above problems of performance
momtonng: information distribution strategy and automatic/
adaptive momtonng are to incorporate learning and
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inference abilities into performance momtonng system of
complex stored gram system to automate the process of
global View construction, measurement mterpretation,
problem forecastmg, problem diagnosis and decision making
related to the performance momtonng

Performance momtonng mformation m complex stored
gram system descnbes the status and events associated With
an object or a group of objects under scrutiny Such
information can be represented by individual status and
event reports

Trouble Repo~

J
Performance Performance H Performance Fault Fault
Reports ~ Analysts Management H Analysts ~ Reports

I I T Ij/ J,

Data Access
[

Test IUtihties Uulmes Unhties
I
I

Fig. 4. Performance Morutonng

Global view

To build the information infrastructure about the
performance momtonng, a set of global Viewsis constructed
With the help of the above policy hierarchy A global Viewis
a Virtual object class defined from MIB Via logical rules.
From the relationship between makmg policies, these global
VieWS serve as wmdows through which management
applications can access physical entities about the
performance momtonng
To implement the above automatic and adaptive abihties,

the performance patterns related to policy attributes must be
learned from a histoncal database which contams a
chronological measurement trace. These discovered patterns
have been represented and describe the correlation between
objects of stored gram. Based on these performance patterns

Control/Tnggenng

Learmng

Fig. 5. Decision Process MOOel

Reasoning process

Each performance pattern is represented as a logical rule
in PKB, and descnbes a correlation between the attributes
of objects of stored gram disaster and related policies. These

and prespecified domam knowledge, forward and backward
inference can be triggered to access global Views, predict
performance status, frre control acnons, and reported
problems. Fig. 5 is an abstract decision process model of
performance momtonng system of complex stored gram
system. The extensional database (ED) is used to represent
the baSICfacts about distnbunon, seventy and performance
measurement alarms, and events of stored gram disaster
Each disaster has an associated ED which IS its View about
the disaster The historical database (lID) is the temporal
lustoncal database which encodes tune m the disaster trace.
Performance patterns are learned from lID and stored m
Pattern knowledge Base (PKB) The domain knowledge
base (DKB) is for prespecified problem solving and general
relationship knowledge.

correlations come from lID, where selected attributes are
logged according to the specific monitonng pohcy. If the
status of the disaster objects satisfies the body part in the
rule, the pattern from past expenence represents that It is
very hkely that the status of the disaster object also satisfies
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head port WIth some probability A logical rule has the
genenc form: IF X THEN Y, where X is Its body part and
Y IS ItS head part. If some undesired status of a disaster
object IS foreseen to occur, It can further fire some logical
rules in DKBand then trigger preventive control actions for
stored grain disaster

Events

Managed object can be defined not only as a
representation of a managed resource but also as part of the
performance morutonng system The status of an object ISa
measure of Its behavior at a discrete point m time and IS
represented by the current values of a set of status vanables
contamed within a status vector. An event IS an atonuc
entity that reflects a change m the status of an object. The
status of an object has a duration m time; an event occurs
instantaneously. Three kmds of events are of interest m
stored gram system as follows.
(1) A control-flow event represents a control activity and

ISassociated with a control thread.
(2) A data-flow event occurs when a status vanable IS

changed or accessed.
(3) Process-level events show the creation and deletion of

processes. They descnbe the interactions and data
flow between processes.

Interfaces

The interface of a managed object can be divided mto two
parts as follows
(1) An operational interface supports the normal

information processing operations, fulfilhng the main
purpose of the service provided by the object.

(2) A management interface supports performance
momtonng and control interactions WIth the stored
gram system.

Information generation

Momtonng information IS generated by object
mstrumentation, where software or hardware probes or
sensors detect events or generate status and event reports
A sequence of such reports ISused to generate a momtonng
trace.
Status Reporting Status reports contam subsets of values

from the status vectors and may include other related
Information such as time stamps and object Identities Status
reportmg cntena define which reporting scheme to use,
what the sampling penod IS, and the contents of each
report.
Event Detection and Reportmg. The detectIOnof an event

may be mternal A function IS used to update the status
vector and to check the event-detection cntena An external
agent can perform event detectIOn. The agent receIves
status reports and detects changes m the state of the object.

Once an event IS detected, a report IS generated that
contains information such as the event identrfier , type,
pnonty, time of occurrence, and the state of the object
before and after the event Event reports may also contain
values of other application-specific status vanables.
Trace Generation To descnbe the dynamic behavior of an

object or a group of objects over a penod of time, event and
status reports are recorded m time order as momtonng
traces. Such traces may be used for postmortem analysis.
There are two kmds of traces. A complete trace contams all
the momtonng reports generated by the system since the
begmnmg of the momtonng seSSIOn A segmented trace ISa
sequence of reports collected dunng a penod of time

Information processing

After momtonng information IS generated, it must be
processed A momtonng service provides vanous functional
umts as follows. These umts can be combined m different
ways to suit the momtonng requirements
Trace Processing Momtonng traces may be constructed

and ordered m vanous ways to provide different logical
VIewsof system activity over a penod of time. The selection
cntena m determmmg how momtonng traces are processed
are m the followings.
(1) Generation, arnval time stamp, and other features of

report.
(2) Identity, pnonty, and other features of reporting

entity
(3) Identity and type of the managed object to which the

report refers
Information Valrdation Performing validation and

plausibility tests on momtonng information to make sure
that the system has been momtored correctly IS another
Important momtonng activity Validation IS performed
according to certain vahdanon rules
Database Updating Vahd monitonng mformation IS used

to mamtam and update a representation of the current status
of complex stored gram system. A conceptual database
model of the stored gram system IS constructed and
continuously updated to represent the current status of the
stored gram system There are two general approaches to
collect the data for database updating/as follows
(1) Dynamic approach: user quenes result in the

automatic operation of relevant sensors in momtored
objects, which collect the required data.

(2) Static approach: All possible momtonng data IS to be
collected and stored for potential access by users.
The collection of data ISmdependent of ItS use

Information Combination. The combmatIon is to mcrease
the level of abstraction of momtonng data. WIth the help of
the process, users can observe the behaVIOrof the stored
gram system at a deSIred level of detail Thus, lower-level
pnmitIve events and states are processed and mterpreted to
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give a higher-level VIew of complex states and events
Filtermg and analysis Modern morutonng systems of

stored gram may produce thousands of alarms per day,
makmg the task of real-time performance surveillance and
fault management difficult. Due to the large volume of
alarms, system operators frequently overlook or
mismterpret them To reduce the number of alarms
displayed on operators' ternunal , current monitoring
systems of stored gram apply alarm filtering procedures. On
the other hand, momtormg systems of typical stored gram
generate large amounts of morutonng information Tlus
results in heavy wage of computation resources. Filtenng 1S
the process of nunirruzmg the amount of morutonng data so
that users only receive desired data at a suitable level of
detail

Dissemination and Presentation

Morutonng reports generated by objects are forwarded to
different users of such information, mcludmg human users,
managers, other morutonng objects and processing entities
Several presentation techniques of Arc VIew 2.1 (ESRI,
1994) can be used m generalized systems to display
configuration, performance and other mformation

Conclusions

One of effective methods for solving the problem of
momtonng complex stored gram systems 1S to look into a
new theory and related method for desigmng a framework
for implementmg the performance momtonng under complex
stored gram environment Thus, an approach to monitor
stored gram systems 1Sdeveloped to study the prmciple and
apphcation of morutonng model to design and implement the
morutonng system. The momtonng model concept and 1tS
defnution are two keys to design and Implement the system.
Research results for the model indicate that tlus new
approach has also many other advantages such as SImple
model construction process, easy correctness verifIcatlOn,
management and mamtenance, and easy mtegratIon w1th
other software packages such as expert system, machme
learnmg systems, large database systems and speClal
slmulatIon systems A prototype system has been used to
analyze and process a number of fIeld data from certam
stored gram system The fmal expenment resultmg from
the system shows that th1S model has very satIsfactory
performance and fast operatlOn speed w1th companson of

tradrtional methods. Several improvements are possible For
example, the approach to mom tor complex stored gram
systems can be used m conjunction With a Geographic
Information System (GIS) m developmg the imtial
momtonng model GIS 1S a promismg tool for building
complex morutonng system of stored gram. The major
difficulty lies m creatmg a good architecture for the model
implementation

Acknowledgments

The authors Wish to acknowledge the valuable contnbutions
from Mrs Chen Gui-Zhen to the research. They also
acknowledge funding of both the Navy Research Project and
the Project of Chma National Foundation of Natural Sciences
(Project Number 39470415)

References

Alorn, O. et al. 1991 Performance Analysis of an Alarm
Filtermg Expert System World Congo Exp Sys., Vol
4. , pp. 2346 - 2354
Balzer, R et al 1982 Operation Specificanons as the BaS1S
for Rapid Prototypmg. Software Eng Notes, Vol 10, No.
12, pp. 3 - 6.
ESRI. 1994 Introducing ArcVIew. Environmental Systems
Research Institute Ltd , Redlands, CA.
Moffet, J. D and Sloman, M. S 1991 The representation
of policies as system objects SIGOIS Bulletm, Vol 12,
No 2 and 3, pp.171-184.
Neumannm, P 1992 Risks to the public In computers and
related systems. ACM Software Eng. Notes, Vol. 17, No.
1, pp 3 - 32.

Rellano, J et al 1991 GENESIS: An Expert System Shell
for the Development of Symptom Pattern Recognition
Expert Systems World Cong Exp Sys. • Vol. 3 pp
1541-1549
Rumbaugh, J 1991 Object-Oriented Modelmg and Design,
PrentIce- Hall, Englewood Chffs, N J.
Snodgrass, R. 1988 A RelatlOnal Approach to Momtonng
Complex Systems. ACM Trans on Computer Systems,
Vol. , 6, No 2, pp. 157 -196
Wagenbauer, M. P. and Nejdl, W. 1993 Integratmg Model-
Based and HeunstIc Features m a Real- T1me Expert
Systems. IEEE Expert, Intelhgent Sys. and TheIr
ApplIcatIons, Vol 8, No 4, pp 1218-1228.

1893



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)
    /HUN <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


